[Rajesh, 2(10): October, 2013]

| JESRT

ISSN: 2277-9655
Impact Factor: 1.852

INTERNATIONAL JOURNAL OF ENGINEERING SCIENCES & RESEARCH
TECHNOLOGY

Scalable and Secured Personal Health Records Sharing in Cloud Computing
Sajitha Rajesh™, D.Basawar aj?
"I PG Student, Department of Computer Science & Emging, CMR Institute of Technology,
Hyderabad, India
2 Associate Professor, Department of Computer Sci@ragineering, CMR Institute of Technology,
Hyderabad, India
braj5555@yaho00.co.in

Abstract
Government and insurance companies moves in tatiege Personal health record (PHR) for health
information exchange to lower the cost of healtbchetter medical care for the patient and reducedical errors.
PHR system allows patients to generate, administganizes and shares their health information witier users
as well as healthcare provider. A critical issu¢hia transition to PHR is the privacy, confideritygland security of
the information stored. This issue has made sorntierps and healthcare providers reluctant to aceégatronic
records. To ensure only the patient and authonised by the patient access the PHR stored in database is by
encryption In this paper to overcome the problenke&f management posed by the encryption a novétrpat

oriented encryption algorithm is proposed.
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Introduction

Personal health record (PHR) has transpired as a
patient centric facsimile for exchanging of health
information. With the augmentation of cloud compgti
and resource outsourcing the term PHR has undergone
extensive transformation. In a relatively broadtmayal,
by the Markle Foundation, A PHR is a set of compute
based tools that allows people to access and cwiedi
their lifelong health information and make apprapei
parts of it available to those who need it. Cudsent
interest and investment in PHRs are usually maivéty
goals of efficiency, increasing patient empowerment
improving disease management. Most healthcare
information technology vendors and healthcare plerg
started their PHR services as a simple storagdacserv
and then turn them into a complicated social-nekwor
like service for patients to share personal health
information with others. However, patients’ greates
concern about PHRs, as well as other healthcaterays
is security and privacy. The Health Insurance Piitg
and Accountability Act (HIPAA) of 1996 [11] outlide
the legal protections for PHR privacy and secuiyt it
does not address all the issues involved, espgciall
because HIPAA only applies to covered entities
including health plans, healthcare clearinghouses]
healthcare providers.

PHR service allows a patient to create, manage,
and control her personal health data in a cengdldace
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through the web, from anywhere and at any timddiag

as they have a web browser and Internet connection)
which has made the storage, retrieval, and sharfirige
medical information more efficient. Especially, bac
patient has the full control of their medical reg®rand
can successfully carve up their health data withicge
range of users, including staffs from healthcare
providers, and their family members or friends.this
way, the accuracy and quality of care are improvhde

the healthcare cost is lowered.

Obviously e-health systems store and process
very sensitive data and should have a proper sgand
privacy framework and mechanisms since the discéosu
of health data may have severe (social) consegeence
especially for patients. For example, banks or eygrls
could refuse a loan or a job if the data abouthirath of
a person is available. If health data is leakedidatthe
system deliberately or accidentally, the respossibl
health professionals or IT providers would havdaoe
severe legal penalties for violating privacy lawis
paper provides a survey of various security tealesq
used to protect the personal health record of iamat
To ensure patient-centric privacy control over ith@in
PHRs, it is essential to have fine-grained dateessc
control mechanisms that work with semi-trusted sesv
A feasible and promising approach would be to etcry
the data before outsourcing. Basically, the PHR ewn
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should decide how to encrypt files and to allowathset

of users to obtain access to each file. A PHRdieuld
only be available to the users who are given the
corresponding decryption key, while remain confiiin

to the rest of users. Furthermore, the patient shahys
retain the right to not only grant, but also revaceess
privileges when they feel it is necessary [8].

However, the goal of patient-centric privacy is
often in conflict with scalability in PHR system.hd&@
authorized users may either need to access the fBHR
personal use or professional purposes. Examplékeof
former are family member and friends, while theelat
can be medical doctors, pharmacists, and reseatcher
etc. The two categories of users are referregeasonal
and professionalusers, respectively. The large number
of professional user group may access the PHR decor
the overhead comes to the PHR owner. The PHR owner
should ensure sufficient encryption mechanismsuaesl
and the key management overhead is handled
proficiently. In a PHR system, there armiltiple owners
who may encrypt according to their own ways, pdgsib
using different sets of cryptographic keys. Thigpgra
address the various problems projected in storhregy t
PHR in un trusted cloud data storage. Part Il isf plaper
discusses about the survey of PHR and Encryption
Techniques. Part 11l analyses the proposed patiemtric
attribute based encryption algorithm. Part IV prosh
the results of the implementation. Part V concluthes
paper.

Literature Survey
PHR

A personal health record (PHR) is a collection
of health-related information that is documentedl an
maintained by the individual it pertains to. Accioiglto
the U.S. Department of Health and Human Services, a
personal health record (PHR) is similar document
maintained by the owner of the record. But the ssce
can be given to limited people like doctor. .

In an electronic health record system [1],
patients, healthcare providers, and medical devicas
upload health records and retrieve and view thera at
later time. Furthermore, patients may delegate sscce
rights and allow family, friends, and designated
healthcare providers to view or to edit parts odith
record. Patients and their delegates may wish to
efficiently perform searches in an efficient manoger
part or all of the record. Figurel represents tloeleh of
E-Health system. The PHR is managed by the thirtypa
service provider i.e cloud data storage providér [6
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Figure 1: Simple E-Health Cloud model. Patients

manage their own personal health records.

. The major research area is about the security of
PHR system. First the access control of the PHRrde
is to be well defined. Second the PHR data is tedwed
in encrypted form because the PHR is stored irmadcl
maintained by the third party. Conventional endrypt
algorithms are not suitable to encrypt the PHR .data
Attribute based encryption is the technique whiem c
concentrate both the problems.

In Goyal et. al's seminal paper on ABE [7], data
is encrypted under a set of attributes so that iptelt
users who possess proper keys can decrypt. This
potentially makes encryption and key managemenemor
efficient [12]. A fundamental property of ABE is
preventing against user collusion. In addition, the
encryptor is not required to know the ACL protocol,
Attribute Based Encryption

Attribute-Based Encryption (ABE) [3] [9] has become
a huge area of research in cryptography over teefppa
years. Originally conceived as a system to allomefoor-
tolerance in identity-based encryption (IBE) [2]r fo
applications such as biometrics, ABE has grown into a
giant and has become the next big thing in cryatolgy.
Many attribute based encryption algorithms are pseg.
In this the first standardized algorithm is Secure
Attribute-Based Systems with Non-Monotonic Access
Structures. The existing ABE schemes are dividéml in

1. Key Policy Based ABE (KP-ABE)

KP-ABE is a crypto system for fine grained

sharing of encrypted data. In KP-ABE cipher

text are label with attributes and private key are
associated with access structures that control
which cipher text a user is able to decrypt. It is
used for securing sensitive information stored
by third parties on the internet.

2. Cipher text Based ABE (CP-ABE)

CP-ABE is a policy to acquire complex control

on encrypted data. This technique is used to

keep encrypted data confidential [4].
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Proposed System

The proposed framework mainly concentrates
on ensuring the confidentiality of the outsourcddRP
records. To achieve the security and privacy ftrs
access control system is to be defined. The PHR e
encrypted by the attributes which is known to tbeord
owner only. But in some cases where the record pigne
in a situation where he cannot give the access keys
decipher tha record. So emergency system is ald® to
wel derfined called as break glass system . Fist t
achieve all of the stated requirements the keycpas to
defined .
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Fig 2 System Architecture

The main goal of our framework is to provide
secure patient-centric PHR access and efficient key
management at the same time. The key idea is tdediv
the system into multiple security domains (namely,
public domains (PUD) and personal domains (PSD))
according to the different user's data access
requirements. The PUDs consist of users who make
access based on their professional roles suchaerdp
nurses and medical researchers. In practice, a €D
be mapped to an independent sector in the sodath
as the health care, government or insurance seetor.
each PSD, its users are personally associatedandtita
owner (such as family members or close friendsyl an
they make accesses to PHRs based on access rights
assigned by the owner. To enforce privacy of th&(RPH
ABE is employed. Particularly in PUD domain mulépl
authorities are involved so multi-authority ABE ts
adopted, in which there are multiple “attribute
authorities” (AAs) [7], each governing a disjointhset
of attributes. Role attributes are defined for PUDs
representing the professional role or obligatiorisao
PUD user. Users in PUDs obtain their attribute-dase
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secret keys from the AAs, without directly inteiagt
with the owners. To control access from PUD users,
owners are free to specify role-based fine-grameckss
policies [10] for their PHR files, while do not rie¢o
know the list of authorized users when doing enitoyp
Since the PUDs contain the majority of users, @agy
reduces the key management overhead for both the
owners and users.

Each data owner (e.g., patient) is a trusted
authority of their own PSD, who uses an ABE system
manage the secret keys and access rights of ustsii
PSD. Since the users are personally known by the PH
owner, to realize patient-centric access, the ovismet
the best position to grant user access privileges case-
by-case basis. For PSD, data attributes are defiméch
refer to the intrinsic properties of the PHR datach as
the category of a PHR file. For the purpose of PSD
access, each PHR file is labeled with its databaities,
while the key size is only linear with the numbérfie
categories a user can access. Since the numbsexs in
a PSD is often small, it reduces the burden forotheer.
When encrypting the data for PSD, all that the awne
needs to know is the intrinsic data properties. Flge2
represents the attribute hierarchy of files, leafles are
atomic file categories while internal nodes are pound
categories.

PHR ofa

patient

| | | |

Medical
History

Insurance Investigation

Information

Personal
Information

X-Ray, blood

Pulse, Heart
Rate etc. Test etc.

N

Name, DOB, Conditions, Allergies
Sex, Ht, Wt, etc &Prescriptions

Fig 3Attributes Hierarchy of Files

PHR Encryption and Access:

ABE is used to encrypt the data. In addition, the
AAs distribute write keys that permit contributamstheir
PUD to write to some patients’ PHR. The owners aglo
ABE-encrypted PHR files to the server. Each owner’s
PHR file is encrypted both under a certain fineirgrd
and role-based access policy for users from the RUD
access, and under a selected set of data attrilhees
allows access from users in the PSD [4]. Only aukd
users can decrypt the PHR files, excluding the eserv
For improving efficiency, the data attributes vificlude
all the intermediate file types from a leaf nodethe
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root. The data readers download PHR files from the
server, and they can decrypt the files only if tieywe
suitable attribute based keys. The data contrilsuiah

be granted write access to someone’'s PHR, if they
present proper write keys. A PHR owner can update h
sharing policy for an existing PHR document by
updating the attributes (or access policy) in tigher
text [5].

Break-glass:

When an emergency happens, the regular access
policies may no longer be applicable. To handles thi
situation, break-glass access is needed to actess t
victim's PHR. In this framework, each owner's PHR'’s
access right is also delegated to an emergency
department. To prevent from abuse of break-glatismp
the emergency staffs needs to contact the ED tifyver
her identity and the emergency situation, and abtai
temporary read keys. After the emergency is ovee, t
patientcan revoke the emergent access via the ED.

Key Distribution

Each PHR owner’s client application generates
its corresponding public/master keys. The publigske
can be published via user's profile in an online
healthcare social-network (HSN) (which could bet ér
the PHR service. There are two ways for distritqutin
secret keys. First, when using the PHR servicheafitst
time the PHR owner can specify the access privitefge
data reader in their PSD and the application
automatically generates and distributes the coomrdipg
key. Second a reader in PSD could obtain the skeye
by sending a request (indicating which types @sfishe
wants to access), and the owner will grant a subbet
requested data types. Based on that, the policinerd
the application automatically derives an accesgsire,
and runs key generation of KP-ABE to generate ger u
secret key that embeds into the access structare. |
addition, the data attributes can be organized in a
hierarchical manner for efficient policy generatiwhen
the user is granted. The owners upload ABE-encdypte
PHR files to the server. Each owner's PHR file is
encrypted both under a fine grained and role-based
access policy for users from the PUD to accessuader
a selected set of data attributes that allows acfresn
users in the PSD. The three phases of key managémen
PHR system is

1. Generation and Distribution of keys
2. Revocation of keys
3. Escrow

Performance Analysis & Simulation Results

The scalabilty and efficiency of any
cryptographic system is evaluated by the followtigee
parameters

1. Storage Cost
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2. Communication cost

3. Computation Cost
Storage Cost

The existing methods only considers one
domain. But the proposed consists of public andqrel
domain. But it is considered as only one public dom
and different attributes exists for each user. &=er u
the secret key size in PUD id “|Alt automatically
reduces the key size which in turn reduces theaatian
message size [12]. So all the message to be statkd
less size only.

Communication Cost

Since the public key size is small rekey message
size is very small and is linear with the number of
attributes in that user’s secret key which reduttes
communication cost.

Computation Cost

The public domain security level is chosen with
80 bits and paired with 160 bit elliptic curve
cryptography to obtain the PUD secret key. Theipgin
based cryptography library is used to calculatestaret
share. Based on the simulation results it approtdiya
takes 0.35 mins.

This section discusses the various simulation
results obtained. Fig 4 shows the entry Ilevel
authentication module used by different users efRRHR
in the cloud. Fig 5 displays the results of ABE.

Personal Health Records Owners  Public AA's

Emergency

5

Fig 5 showsthe attribute based encryption .
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Conclusion

Using the proposed framework, it is possible to
achieve secure sharing of personal health reconds a
other files in cloud computing. Patients can have
complete control of their own privacy through emtimg
their Personal Health Record (PHR) and other fites
allow access to selective users. The unique chgdlen
introduced by multiple PHR owners and users such as
security and key management complexities are greatl
reduced by using DES encryption algorithm that &as
key size of 56-bits. As Attribute Based Encryption
(ABE) is used to encrypt the PHR data so that ptdie
can allow access not only to personal users but als
various users from public domains with different
professional roles. On-demand user revocation with
security is also achieved. Through implementatiod a
simulation, the proposed solution is proved to aulal
and secured.
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